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MEKCETBBOM SKPGH M CHCTBMA OBHOPYXBHHA BTORKBHHA

———— CepTudpmkarbi D —

Py6umkoH — ceptupukat MuHo6oponbl Poccumn N25287, Py6ukoH-OLL
— ceptndukar MmHo6oponbl Poccmm N25553, noareepxpatome
COOTBETCTBME TPeOOBaHUAM:

* MO 2 YPOBHIO KOHTPONA OTCYTCTBMA HEAEKNAPUPOBAHHbIX BO3MOX-
HOCTel cornacHo pykoBoAsALEeMy AOKYMEHTY «3almnTa OT HeCaHKLNO-

HUpPOBaHHOro joctyna K uHdopmauumu. Yactb 1. MNporpammHoe
obecneyeHne cpepacTB 3aluThbl MHPopmaLMn. Knaccudukauyma no
YPOBHIO KOHTPOJIA OTCYTCTBUA HeeKIapMpPOBaHHbIX BO3MOXKHOCTEN»
{Toctexxkomuncema Poccunm, 1999r1.);

* O COOTBETCTBMIO peasibHbIX U AeKNapupyembix B AOKYMEHTaLuu
($YHKLMOHaNbHbIX BO3MOXKHOCTEN;

= «TpeboBaHMA K MexceTeBbiM dKpaHam» (DCTIK Poccun, 2016) —
no 2 Knaccy 3awuTbl, «[podunb 3aLmTbl MEXKCETEBOrO dKpaHa Tuna
«A» BTOpOro knacca sawmtbl» MT.M3.A2.MN3 (OCTIK Poccun, 2016) n
«podunb 3aWUTHl MEXKCETEBOroO 3KpaHa Tuna «b» BTOpOro Knacca
3awmtbi» UT.M2.52.1N3 (GCTIK Poccun, 2016);

= «TpeboBaHuA K cuctemam obHapykeHua BTOpxeHun» (OCTIK
Poccun, 2011) no 2 knaccy 3awmTtbl U «[lpoduib 3aLUThl CUCTEM
o6Hapy>KeHUA BTOPKEHWUIA YPOBHA CETVM BTOPOro Knacca 3aluTbl»
NT.COB.C2.N3 (OCTIK Poccum, 2012).

@ Py6ukoH-A — ceptndukat ®CTIK Poccun N°2574, nogTeepKaaioLmin
BbiMOSHeHWe TpeboBaHWIA:

= «TpeboBaHMA K mexceTeBbiM dKpaHam» (DCTIK Poccun, 2016),
«[Mpodunb 3alWmNTbl MEXCETEBOrO 3KpaHa Tvna A BTOpPOro Knacca

3awmTb» UT.M3.A2.M3 (ODCT2KPoccun, 2016);
= «TpeboBaHnAa K cuctemam obHapyxeHuA BTOpKeHUn» (PCTIK
Poccnu, 2011), «Mpodunb 3awmutol cnctem obHapyxeHus
BTOP>KEHUI YPOBHA CEeTU BTOpOro Knacca sawutbli» UT.COB.C2.I13

(OCTSKPoccum, 2012);
» «TpeboBaHuA No 6e3onacHOCTU MHPOpPMaLMK, YCTaHaBAUBalOLWMeE

YPOBHU AOBEPVA K CpefiCTBaM TEXHUYECKOM 3aLMTbl MHOpMaLnn n
cpeacteam obecneyeHnsa 6e3onacHOCTU MHGOPMALMOHHBIX

TexHonorum» (PDCTIK Poccum, 2020) - no 2 ypoBHIO AOBEPMUA.
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PYBbUK.L.H

MEXCETEBOM KPAH M CUCTEMA,OBHApPYXKEHHs BTOPXKEHMM

Py6ukon Py6ukon-Olll . Py6uxon-A Py6ukon-K

Cepmdurar MunoGopoHb Ceprudnxar MnHoGopoHbI
S P Ceprudmrar OCTIK Poccum N22574 Ceprudmxar ®CTIK Poccum N23290

MporpammHo-annaparHblie KomnneKkcbl Py6UKOH npegHa3HayveHbl 4nA opraHu-
3auumn >3PeKTUBHON 3aWMThl NEPUMETPa CeTel NpPeanpuATUNA PasNUYHOro
MacwTaba B COOTBETCTBUM C HOPMATUMBHbIMU TpeboBaHUAMU pPerynsaTopoB.
Kaxpoe pelieHne us nuHerkn PybrukoHoB BKniouaeT B ce6a PyHKLUMOHaNbHbIE
BO3MOXXHOCTU MapLUpYTM3aTopa, MEXCETEBOrO SKpaHa 1 cUCTeMbl 06Hapy»KeHuA
BTOPXKEHUIA.

JInHeiKa pelueHnin COCTOUT U3 CNeayioLWnX NPOLYKTOB:

= Py6uMKOH NpefHa3HayeH AN NCNOb30BaHUA B aBTOMATU3UPOBAHHBIX CUCTE-
Max BOEHHOI0 Ha3sHauyeHus, B KOTOPbIX 06 pabaTbiBaeTcsa MHOPMaLUA, COCTaB-
NAOLAA FOCYAaPCTBEHHYIO TallHY;

= Py6ukoH-A npegHasHaueH ansa 3awmtbl TMC, UCNOH n UC, obpabatbiBatowmx
UH$OpMaLINIo, cofepXalllylo CBeAEHWUA, COCTaBNAIOWNE roCyAapCTBEHHYIO
TanHy;

= Py6ukon-K npegHa3sHauyeH ans sawmtbl TUC n UC, obpabaTbiBaiowmx KoHOU-
AeHUManbHyo MHGOPMaLUIo, BKITIOYan NEPCOHalbHbIE AiaHHbIE;

= Py6ukoH-OLlU npeaHasHauyeH AiA 0gHOHaNpaBneHHON Nepeaaym AaHHbIX B
aBTOMATM3MPOBAHHbIX CUCTEMAX BOEHHOIO Ha3HAUEH WA MEXAY CETrMEHTaMM
Pa3HOro ypoBHA CEKPETHOCTY Ha 6a3e ABYX KOMMNEKCOB Py6MKOH.

KnioueBble oco6eHHOCTH:

* MPOM3BOAMTENLHOCTb MapLIpyTU3aTopa Jo 9 reut/c;

" NPOU3BOANTENBHOCTb MEXCETEBbIX SKPAHOB A0 9 [6uTt/c;

* MPOM3BOANTENLHOCTb CUCTEMbI OOHaAPYKEHUSA BTOPXKEeHUI fo 3 T6uT/C;
=  web-uHTepdec ynpaBneHnaA C pONeBo MOdeNbIo JOCTYNa;

= Hanuuume CTaTUYECKOMN 1 AMHAMUUYECKON MapLIpyTU3aLmm;

* BO3MOXHOCTb FOpPAYEro pe3epBMpPOBaHNA Ha YPOBHE YCTPOMNCTB (MO NPOTOKO-
ny CARP), HayposHe noptos (bridge, VLAN, bonding), Ha ypoBHe KaHa10B CBA3N
{(anHamunueckan mapupyTtusauma OSPF, BGP);

= BO3MOXHOCTb GpUILTPALNM CETEBBLIX NMAKETOB MO MaHAATHbIM METKaM oTeyec-
TBEHHbIX 3aLLMLLIEHHbIX ONepaunoHHbIX cuctem (Astra Linux n MCBC);

*  Hanuuue cuctem obHapyeHVA U NpegoTBPaLLEHNA BTOPKEHUI;

= Hanuuune HTTP-, FTP-npokcy;

= BO3MOXHOCTb COBMECTHOIO UCnonb3oBaHnAa HTTP-NpoKcK € BHELWHWM aHTUBU-
pycom no npotokony ICAP;

= 6onbluoO MOAENbHbIA pAA annapaTHOro UCNONHEHWA (HacToNbHble, cepBep-
Hbl€ 1 3aLMLLEHHDIE UCNONHEHNA);

= 6onbluas BO3MOXHOCTb UCNONb30BaHUA Pa3/iyHbIX CETEBbIX MHTEPPENCOB B
pa3nnyHOM KonuyecTse U KoMOMHaumsAx;

= BO3MOXHOCTb MPUMEHEHUA U3[eNNA B Ky30Bax Ha KONTECHbIX U FyCEHUYHbIX
waccu (ncnonHenma HMELW.465614.002-27 v HMELL.465614.002-37).

CrasaHo ¢ -
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MpounssoauTensHOCTL

Qopm-dakTop M3

o 2 Gbit/s

o 5 Gbit/s

109 Gbit/s
o 6 Gbit/s

o 600 Mbit/s

SALMILEHHBIA
AnA NOABUXXHbBIX KOMIMJIEKCOB
o : : o 600 Mbit/s

SALUMILEHHDbIA
1A NOABUMHBIX KOMIJIEKCOB

/il NN

1o 600 Mbit/s

MexxceTeBon

Crctema o6Hapy»KeHus 1
NpeaoTBPALLEHNA BTOPXKEHUN

MapiupyTtusarop

n POW3BOAUTENBHOCTDL

coB

1o 1,6 Gbit/s

no 3 Gbit/s

1o 3 Gbit/s

10 2.5 Gbit/s

1o 400 Mbit/s

o 400 Mbit/s

0 400 Mbit/s

PYBHU

KoH¢wmpeHumansHan
nHbopmaumn

CeTeBble MHTEPdENCHI

6XGDbE Ethernet
100/1000 RJ45

6XGbE Ethernet
100/1000 RJ45
(+1 moaynb
paciiMpeHus)

1xGbE Ethernet
100/1000 RJ45
(+4 mogyna
pacwmpeHus)

1xGbE Ethernet
100/1000 RJ45
(+8 mopynein
pacmpeHunn)

4xEthernet
100/1000 Base-T

4xEthernet
100/1000 Base-T

2xEthernet
100/1000 Base-T

MocneposaTenbHble

WHTepdeiChI

4xUSB,1xCOM

2 xUSB, 1xRJ45

2 xUSB, 1xRJ45

2 xUSB, 1xRJ45

4xUSB,1xCOM

locypapcrBeHHan

K&ZH

e

B3

1%

CepTnéuumpoBaH

MuHo60poHbI Poccun n OCTIK Poccuu

MutaHve

24V (+12-30V)

HononHeHua

4xGbE RJ45,
8xGbE RJ45,
8xGbE SFP,

2x10GbE SFP+

4xGbE RJ45,
8xGbE RJ45,

4xGbE SFP, 8xGbE SFP,

2x10GbE SFP,
4x10GbE SFP+

4xGbE RJ45,

8xGDbE RJ45, 8xGbE SFP,

2x10GbE SFP,
4x10GbE SFP+

PeweHue

«Py6UKOH»
«Py6ukoH-A»
«Py6uKoH-K»

«Py6uKoH»
«Py6u1KOH-A»
«Py6uKoH-K»

«Py6UKOH»
«Py6ukoH-A»
«Py6UKOH-K»

«Py6uKOH»
«Py6ukoH-A»
«Py6uKkoH-K»

«Py6uKkoH»

«Py6uUKoH»

«Py6UKOH»

rc
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Py6uxoH-OLL:

Komnnekt uspgenna Py6ukoH-OlWl coctouT M3 nepepgatunka M NpuUEMHUKa,
COeUHEHHbIX C UCMOJIb30BAaHMEM CNeLUaNIN3UPOBaAHHbBIX OMNTUYECKUX MANaT.
Takum obpasom obecneumBaeTcA MONHaA ranbBaHWYeCKasa pa3BA3ka nepe-
JaIoLLEro N NPMHUMAIOLLEro NOMYKOMIMNEKTa, HAXOAALIMNXCA B CErMEeHTax pa3sHoro
YPOBHA CEKpPeTHOCTU, C HeBO3MOMXHOCTbIO NMPOXOXKASHUA CEeTeBbIX NaKeToOB B
06paTHOM HanpaB/ieHMM Ha GU3NUECKOM YPOBHE.

MporpammHo-annapaTHbI Komrieke Py6ukoH-OLL moxeT pyHKLUMoHMpoBaTh B

cneaylowux pexnuma:

" nepefaya ceTeBbIX NAKETOB Uepe3 OfHOHanpaBNeHHYIo CBA3b MO CPeACTBam
MapLpyTtusauuu IP-npotokona;

= OJHOCTOPOHHASA Nepegaya ¢pannos ¢ ogHoro FTP-cepeepa, NOaK/IIOYEHHOrO K
nepegaiowemy komnnekty OLU, Ha gpyron FTP-cepsep, nogKniOYeHHOTO K
npuHumaiowwem komnnekty OLL, uepes ogHOHaNpaBneHHYIO CBA3b.

Mogenb Py6ukoH-OLL

MepBoe ycTPONCTBO B HECEKPETHOM cermeHTe cetu 3abupaet dannbl ¢ FTP-
cepsepa v nepefaért NX BTOPOMY YCTPOCTBY MO OJHOHaNpasieHHOMY KaHany B
ceKpeTHOM cermeHTe. Bropoe ycTpoiicTBo, nocne nonyyeHus ¢painos, nposepaer
NX LIeNOCTHOCTb U B CJlyyae YCMEWHOW nepepaum, 3arpyxaet dainbl Ha FTP-
cepBep, KOTOPbIA pacnonoKeH B CEKPETHOM CerMeHTe CeTU.

ans
npuema

ana
nepepaun

HecexpeTto CeKpeTHO

3abupaet HeceKpeTHble

[OKYMEHTBI [AOKYMEHTLI B CEKPETHOM

CermeHTe

Tonbko Tonbko
nepepaTyuk NPUEMHUK

e xmeme
7

O,qunanpaBrleHHan

onTUyeckan CBA3lb

Pazmel.u,ae'r HeceKpeTHbie T

Py6wkoH 2

Py6uKoH 1

Py6ukoH-OLL Takxe MOXET BbINMONHATbL cnegyiowue GyHKUUm:

*  MapupyTusauma (KoMmyTaTop ypoBHs L3);

= obbefguHeHUe PpU3MUECKMX UHTEPPENCOB B CETEBOM MOCT (KOMMyTaTop
ypoBHsA L2);

= MEXCETeBOe dKPaHUPOBaHUE;

= oBHapy»<eHue N NnpefoTBpaLleHe BTOPKEHWIA.

LI | =XK/1I04YU.ph
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PYBUKIH

MEKCETeBOM IKPAH M cHcTeMa OBHOPYXEHHS BTOPKSHMUA

(D

CepTudukatbi ———

Py6ukoH-K — ceptudpukar ®CTIK Poccumn N23290, noaTeeprkaaiowmi

BbIrNMOJIHEHUNE Tpe6OBaHI/II7|:

ket
WAL

HHEHE
i

«TpeboBaHuA K MexceTeBbiM dKpaHam» (DCTIK Poccum, 2016),
«podunb 3aLMTbl MEXKCETEBBIX SKPAHOB TUMa A YETBEPTOrO K/lacca
3awmTbi» UT.M3.A4.N3 (DCTIK Poccnu, 2016) n «Mpodunb 3awmTbi
MeXceTeBblX IKpaHOB Tuna b ueTtBepTOro Knacca sawuTbi»
UT.M3.54.N3 (OCT3K Poccun, 2016);

«TpeboBaHMA K cuctemam obHapyXeHuAa BTopxeHuin» (OCTIK
Poccun, 2011), «Mpodunb 3awutbl cuctem obHapyxeHun
BTOPXXeHUI YPOBHA CeTK YeTBepTOro Knacca sawutbl» UT.COB.C4.M3
(OCT3KPoccum,2012);

«Tpe6oBaHua nNo 6esonacHoCTU UHPOpPMaLUK, yCcTaHaBNMBaLWme
ypoBHu goBepua» (OCTIK Poccnn, 2020) - no 4 ypoBHIO goBepuUs.

— BbinonneHue Tpe6oBaHmin | ———

Py6mKoH peanusyet cnegyiowme mepbl Ub:

ynpaeneHue nHbopmaLMOHHbIMA MOTOKaMK;

3awuTa nepumeTpa MUHGOPMaLMOHHON CUCTEMDI;

ynpasfieH1e B3anmogaencremem co ctropoHHumn UGC;

nepeaaya v KOHTPONb MeTOK 6e3onacHoOCTY;

obHapy»keHre BTOPXKeHWUA;

o6HoBNeHue 6a3bl pelwaoLmx npasun COB;

KOHTPOJ1b LIeIOCTHOCTU NPOrpaMmMHoro obecneueHua M2 n COB;
BO3MOXKHOCTb BOCCTaHOBNEHUA paboTtocnocobHocT M3 n COB;
pe3epB/poBaHMWe KaHana nepeaayu AaHHbIX;

pa3bueHue NHGOpPMaLIMOHHOMN CUCTEMbI HA CErMEHTDI;
obHapyxeHne, aeHTUPNKaLMA U perncTpauma UHLUMAEHTOB;
MHGOpPMUPOBaHNE OTBETCTBEHHbIX UL, 06 MHLMAEHTaX.

D —— Peectp poccuiickoro MO P ——

MexceTreBoi 3KpaH n cuctema oGHapyxeHus BTOpKeHui Py6ukon

BKNIOYEHbI B eAUHBIA peecTp poccmﬁcxux nporpamm A sNEKTPOHHDbIX

BbIUMCANTENbHBIX MaWWH U 6a3 AaHHbIX (peecTp poccuinckoro [10).

MNpuka3z MuHkomceasmn Poccum ot 18.03.2016.

— . [laTeHT | | E——————

MateHT Ha none3Hyio mogenb RUS 159041 18.02.2015. MexceTeBon sKpaH

¢ dunbTpaymer TpaduKa No MaHZaTHLIM METKaM.
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Enterprise SIEM reHeparop wyma
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PYBUKEGH

MesRcaTeReH SKPaH W AT CEHTpY RS NTOFDEHI

QHANM3 3AWMLLIEHHOCTU

< Brr! /3 /7
FEHEPATOP MUK dwenon AKVS  AppChécker

TeHEPALIA H YTPQRNEHHE NOPONAMA KOHTROb LIGNOCTHOCTH aHanus 6e30NacHOCTH NPUNCKEHMI

O KomnaHvuu

HIMO «3wenoH» cneuuanusnpyeTca Ha pa3paboTke cepTMGULNPOBAHHBIX CPEACTB
3aWuThl MHGOPMALMWN 1 BEAET CBOIO AEATENBHOCTb Ha OCHOBaHWUM 6onee 50 nULEH3MI
n attectatoB akkpegutauum OCT3K Poccumn, ®CBb Poccum m MuHo6opoHbl Poccun.
KomnaHwus perynapHo 3aHMMaeT BegyLine no3mumum B peitrHrax CNews v «3kcnepr PA».

lfonosHo#i odpuc B MockBe

107023, r. MockBa, yn. neKkTposaBogckas, 4. 24
+7 (495) 223-23-92 (MHOroKaHasnbHbIN)
npo-echelon.ru

sales@npo-echelon.ru

vk.com/npo_echelon

®EP@®OO

Oduc B CaHkT-lNeTepbypre

199178, r. CaHkT1-TleTepbypr, Hab. peku CmoneHku, a. 14
+7 (812) 635-89-04

npo-echelon.ru/spb/

mail@nwechelon.ru

@®oe
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